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. In the constantly growing realm of technology, the methods i HOW d 0 Censors Block Traffic?a What are Consided loT Devices?: Resource Constraint loT

of Internet censorship by governing bodies is continually

 Self-automated and pipelined devices which are connected to the internet run for : i i T
progressing. This situation poses an ongoing challenge Blocking specific IP addresses and or static fingerprints . . PP . : Dug to the size .ar.u?l diversity °f the loT part of the [.)rehmlf\ary landscape was tc.)
- ' a prolonged time without human inspections. decide the Feasibility of targeting resource constraint devices. The data below is
reminiscent of what many call a “cat-and-mouse” game, . . . . . o Smart Trashcan, Traffic Light, Remote Camera, Sensors, etc. the distribution of devices from DigiKey a prominent IC supplier.
where censors adjust their strategies alongside Blocking or interfering specific protocol include DNS.
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. Concurrently, the Internet of Things (IoT) field within Probabilistic and statistical traffic classification
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Colleterial Damage loT Operating Systems (OS)s
« Collateral damage is the cost incurred by the censor when it Zephyr
D I S E CT I O N accidentally blocks something it would have preferred to allow. 11.1% 0

Available Microcontrollers

Q000 00D VD 5353 SR s R s T W s R e W~ W= s W s W s Y a Y a R s R
. . . . Y Y XY Y ¥ ¥ >
. Censors must balance their desire to block certain content with the M n mTomn®eYN GRS QR gL LI Iyl
. . - N < T T oY S A n - N - M OV MW — O
need to avoid harm to themselves, leading to the acceptance of Bare Metal . . . o .
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some level of circumvention traffic.

Active Probing

« Censors use active probing to detect proxy servers by making
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Linux constraint loT devices in the classes 1,2, and 3 defined by RFC-7288 are not able to
49 6% be targeted effectively for the following two reasons...
1. Resource constraint IoT devices struggle to run full TLS and or DTLS libraries
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connections to suspected addresses. let alone routing and other supporting structure.
| « The goal of active probing is to increase precision in identifying FreeRTOS 2. Installation on resource constraint devices with Microcontroller involves
1 2 3 { proxies while minimizing false positives. 24.8% decompiling, editing, and recompiling raw binaries from the device flash.
l - - Active probing allows censors to asynchronously run the detection « The most prevalent OS determined by a developer survey are as follows: Linux,
A process separate from other firewall responsibilities.
= bF i FreeRTOS, Zephyr.
Conteqt ObFuscation . o « Knowing the prevalence of Linux, targeting the UNIX based systems provides a —— - MS .,ldmﬁ;:m RHPL;Lt | : Use;i:::a[or
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the bit level. Padding is added as needed or random . The second strategy, polymorphism, focuses on randomizing content  * Furthermore, the devices that the UNIX shells are running have higher e e —
values that sum to eight will be used so that the total to make it dissimilar to anything specifically blocked by the censor. computational power able to support tradition encryption and proxy software.
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. To derive loT device fingerprints, we deployed a Squid trafficand make it challenging vulnerabilities and Plain oo
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list of 1000 popular websites. A
« Captured packets were dissected and analyzed using a m
Random Forest model to identify distinguishing features O Advantages: Advantages: Advantages: The Concept:
from PC or IoT proxies. « Well Researched: thorough research ensures that the project is based on « Dynamic solution: creates an end to the “Cat & « Static solution: partially defeats “Cat & The Fundamental principle of a distributed system
m solid Foundations and reliable data, increasing its credibility. Mouse” game between researchers and Mouse” game. lies in harnessing the autonomy of its components
Utl:ro?y E%vze(;szz Z o Traffic Obfuscation: data is kept private, safeguarding users from potential developers. « Usage of existing infrastructure: loT to enable seamless communication. Operating
unty physical threats. « Typically Faster: no middle-man proxy servers to devices are already present and have across international boundaries, volunteers in this
Destinati Client Devi m « Existing Infrastructure (Snowflake/Tor/etc Volunteers): a robust network of Forward requests. spare computing resources. system benefit from unimpeded communication,
esse}'\‘,gr;"" v\;ienndowesvaﬂe ‘ , resources and expertise for sustainable success. . Dynamic fingerprints: traffic source is still however . Traffic Obfuscation: data is kept allowing messages originating domestically to reach
o identifiable. reasonably private. them without hindrance. Upon reaching the
¢+ 8GB 16GB volunteers, these communications remain immune
e0 — ﬂ Drawbacks: Drawbacks: Drawbacks: to censorship, thus preserving the unobstructed
4GB P « Static fingerprints: traffic source is identifiable. « No Traffic Obfuscation: data is not kept private. « Typically slower: many proxy servers. dissemination of information.
« Static solution: perpetual “Cat & Mouse” game for developers. « Reliance on "holes” in the Firewall. o Reliance on volunteer infrastructure.
« Typically Reliant on CDNs (Cloud Delivery Network). « IP blocking: censor can black-list client IP that is « Static fingerprints: traffic is identificable.
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This approach capitalizes on the complexity of computing
the Wagner-Fischer Algorithm or a similar method to
reconstruct captured packets.s
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Percision 71% Using collected data from an loT pgdxy and PC proxy, loT Proxy PC Proxy loT Proxy  PC Proxy target for censors like the GFW.s
we trained a Random Forest ML model in order to
Recall 64% classify each packet and/or stream into corresponding \ | I This model could potentially lead to notable 0 Lower risk to participants contributing as loT proxy When utilizing multiple interconnected devices through the
classes. Above is the percentage weight that each I‘ ‘\ ethical dilemmas, as its implementation may servers, as the deployment of 10T devices is spatially Internet, processing such information centrally will be
Accuracy 76% feature had on the classification algorithm. L pose challenges for the property owner. \v (locations) and financially more convenient than PCs. considerably faster than when done decentralized.
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