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In order to reconstruct the packets IoT devices will
communicate on the arrival of each packet with an
algorithm to determine the correct ordering of the
reconstruction.
Furthermore, once all of the parts are recollected and
in order recalculation of the packet checksum and
transmission time must be completed to make a
unrecognizable packet. 

Concurrently, the Internet of Things (IoT) field within

Autonomous Systems (AS) introduces a new dimension,

offering vast untapped diverse computational resources.

Each packet is split into random length chunks down to
the bit level. Padding is added as needed or random
values that sum to eight will be used so that the total
aligns with a byte.

To derive IoT device fingerprints, we deployed a Squid

proxy server on Raspberry Pi 4 and an Intel PC.

Another device recorded network traffic while accessing a

list of 1000 popular websites.

Captured packets were dissected and analyzed using a

Random Forest model to identify distinguishing features

from PC or IoT proxies.

In the constantly growing realm of technology, the methods

of Internet censorship by governing bodies is continually

progressing. This situation poses an ongoing challenge

reminiscent of what many call a "cat-and-mouse" game,

where censors adjust their strategies alongside

technological progress, while individuals strive to remain

ahead.

Percent Impact on Packet
Classification Result

Probabilistic and statistical traffic classification

Blocking or interfering specific protocol include DNS.

Active probing and discovery of circumvention usage 

Blocking specific IP addresses and or static fingerprints

Blocking keywords in URLs and “Deep packet inspection”

Censors use active probing to detect proxy servers by making
connections to suspected addresses.
The goal of active probing is to increase precision in identifying
proxies while minimizing false positives.
Active probing allows censors to asynchronously run the detection
process separate from other firewall responsibilities.

Collateral damage is the cost incurred by the censor when it
accidentally blocks something it would have preferred to allow.
Censors must balance their desire to block certain content with the
need to avoid harm to themselves, leading to the acceptance of
some level of circumvention traffic.

The first strategy, steganography, involves mimicking content that
the censor allows, such as HTTP or email, to evade detection.
The second strategy, polymorphism, focuses on randomizing content
to make it dissimilar to anything specifically blocked by the censor.

The most prevalent OS determined by a developer survey are as follows: Linux,

FreeRTOS, Zephyr.

Knowing the prevalence of Linux, targeting the UNIX based systems provides a

solution for the deployment of a potential solution.

Furthermore, the devices that the UNIX shells are running have higher

computational power able to support tradition encryption and proxy software.

Self-automated and pipelined devices which are connected to the internet run for

a prolonged time without human inspections.

Smart Trashcan, Traffic Light, Remote Camera, Sensors, etc.

Due to the size and diversity of the IoT part of the preliminary landscape was to
decide the feasibility of targeting resource constraint devices. The data below is
the distribution of devices from DigiKey a prominent IC supplier.

Using the data collected and testing using Cooja it was determined that resource
constraint IoT devices in the classes 1,2, and 3 defined by RFC-7288 are not able to
be targeted effectively for the following two reasons...

1. Resource constraint IoT devices struggle to run full TLS and or DTLS libraries
let alone routing and other supporting structure.

2. Installation on resource constraint devices with Microcontroller involves
decompiling, editing, and recompiling raw binaries from the device flash.

30

25

20

15

10

5

0

25

20

15

10

5

0
ee to

 LivTim

Applic
atio

n D
ata

IP
 P

ack
et L

ength

zw
s S

iein
doW

Fra
g O

ffse
t

IH
L

Pro
to

co
l

ee to
 LivTim

Check
 Sum

Sequence

entA
ck

nowle
dgem

win
doW

Pack
et L

ength

Fra
g O

ffse
t

60

50

40

30

20

10

0

TLS

IoT Proxy PC Proxy

Generic TCP
80

60

40

20

0

TLS

IoT Proxy PC Proxy

Generic TCP

4GB

8GB 16GB

Destination
Servers

Proxy Servers
Ubuntu LTS 20.22

Client Device
Windows 11

Randomness

Colleterial Damage

Reconstruction

Traditional

How do Censors Block Traffic?₄

IoT Operating Systems (OS)₃

What are Consided IoT Devices?₂

Nexus

Resource Constraint IoT

The blocked traffic
is concealed within
a proxy protocol,

which deceives the
censor into being

unable to
distinguish

between normal
traffic and

bypassed traffic.

Using collected data from an IoT proxy and PC proxy,
we trained a Random Forest ML model in order to

classify each packet and/or stream into corresponding
classes. Above is the percentage weight that each

feature had on the classification algorithm.

Static fingerprints: traffic source is identifiable.
Static solution: perpetual “Cat & Mouse” game for developers.
Typically Reliant on CDNs (Cloud Delivery Network).

On average, there is 69 KB of
data to store for each basic
web request. To reassemble
the stream, a censor would
need to cache all the data.
However, on a large scale,

across a country with ongoing
stream traffic, this cost

becomes unmanageable.

Circumventors
employ CDNs to mask

domains, directing
traffic to proxy

servers and accessing
blocked web services.
The encrypted HTTP

headers using TLS
make it challenging

for censors to
decipher the fronted

domains.

Well Researched: thorough research ensures that the project is based on
solid foundations and reliable data, increasing its credibility.
Traffic Obfuscation: data is kept private, safeguarding users from potential
physical threats.
Existing Infrastructure (Snowflake/Tor/etc Volunteers): a robust network of
resources and expertise for sustainable success.

Geneva introduced a
fresh approach to
circumvention by

leveraging machine
learning, setting it

apart from
traditional methods.

No Traffic Obfuscation: data is not kept private.
Reliance on “holes” in the Firewall.
IP blocking: censor can black-list client IP that is
using Geneva.

Dynamic solution: creates an end to the “Cat &
Mouse” game between researchers and
developers.
Typically faster: no middle-man proxy servers to
forward requests.
Dynamic fingerprints: traffic source is still however
identifiable.

On average, there are 55
packets for every basic web

request, resulting in 55!
combinations for a sensor to

reconstruct the stream.
Although the size decreases
considerably with heuristics,
it remains computationally

impractical.

Static solution: partially defeats “Cat &
Mouse” game.
Usage of existing infrastructure: IoT
devices are already present and have
spare computing resources.
Traffic Obfuscation: data is kept
reasonably private.

Typically slower: many proxy servers.
Reliance on volunteer infrastructure.
Static fingerprints: traffic is identificable.
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This model could potentially lead to notable
ethical dilemmas, as its implementation may
pose challenges for the property owner.

We believe that our model could be a promising
solution to the censorship problem at hand
because it exhibits lower risk, lower profile,
computational complexity, and unclassifiable
traffic.

The innovative
method employs

machine learning to
identify minor flaws

in the firewall. It
then leverages the
blacklist feature to

exploit these
vulnerabilities and

outsmart the
censor.

In the same breath, we also recognize weaknesses in
our approach including ethical concerns and slower
connectivity. Furthermore, we recognize issues
such as an IoT device having a static fingerprint,
and low cost to a censor.

Lower risk to participants contributing as IoT proxy
servers, as the deployment of IoT devices is spatially
(locations) and financially more convenient than PCs.

To transform this model into a comprehensive solution,
there are several essential tasks that must be completed.
Firstly, active probes require attention and neutralization.
Secondly, resolving challenges related to sending and
receiving DNS requests is crucial.
Thirdly, gathering and analyzing real-life data from the
implementation of this model is necessary.

This approach capitalizes on the complexity of computing
the Wagner-Fischer Algorithm or a similar method to
reconstruct captured packets.₁

The time factor necessitates storing packets in a buffer for a

certain period for reassembly. This process is challenging on
a large scale due to computational complexities.

Blacklisting serves as a technique employed by censors for

control. Our system circumvents this by using unclassifiable
traffic, enabling its passage as the default setting.

The circumvention model has a lower profile in the eyes of

censors, as it doesn't rely on TLS, which is the primary
target for censors like the GFW.₅

When utilizing multiple interconnected devices through the

Internet, processing such information centrally will be
considerably faster than when done decentralized.

Active Probing

Content Obfuscation

The Concept:
The fundamental principle of a distributed system
lies in harnessing the autonomy of its components
to enable seamless communication. Operating
across international boundaries, volunteers in this
system benefit from unimpeded communication,
allowing messages originating domestically to reach
them without hindrance. Upon reaching the
volunteers, these communications remain immune
to censorship, thus preserving the unobstructed
dissemination of information.

Unveiling the Nexus: Harnessing IoT Ecosystems
for Evading Internet Censorship

Wyatt Ashley Patrick Tser Jern Kon
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